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Executive Summary

The harms that children (individuals under the age of 18 years)' may experience online are
of increasing concern to governments, policymakers, educators, parents, and children
around the world. This submission analyzes the risks and harms children can be exposed
to in the digital environment and recommends key regulatory and educational approaches
for mitigating their impacts, while promoting and upholding children’s rights in line with the
UN Convention on the Rights of the Child (UNCRC),? specifically the General Comment 25
on children’s rights in the digital environment (GC25).2

Current evidence shows that digital technologies offer significant opportunities for
children’s learning, connection, civic and cultural participation, and creativity. However,
digital technologies can also be used and deployed in ways that expose children to a range
of online risks, including privacy violations, predators, bullying, inappropriate content,
mis/disinformation, and exploitative commercial practices.* Importantly, children’s
exposure to these risks is not evenly distributed and often correlates with their levels of
digital access, skills, and support.®

Therefore, effective interventions for addressing potential harm must move beyond blanket
age-based restrictions on children’s digital technology use. Instead, this submission
advocates for evidence-based approaches to the design and regulation of the digital
environment, as well as educational initiatives that:
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1. Support children’s agency and their rights under the UNCRC

Digital services and platforms should be designed to enable children to make informed
choices about their online interactions and experiences, and ensure they are provided
with appropriate opportunities to engage and participate in digital life. This includes
opportunities to customize their digital spaces, express their thoughts and ideas, and
exercise meaningful decision-making online.

2. Preserve children’s right to privacy

This includes restricting or limiting digital practices that can violate children’s privacy,
such as targeted advertising, profiling, and nudging; ensuring that children’s privacy is a
key consideration in the design of digital services and platforms; and requiring that
children receive clear, child-appropriate explanations about how their data is
processed and how they can protect their privacy online.

3. Encourage digital literacy

Children build resilience when they learn to manage online risks. Digital services and
platforms must be designed to help children and their parents/caregivers develop
digital skills, open communication, and trust.

Response to Terms of Reference

1. Understanding the nature, severity, and prevalence of online harms to children in the
digital environment

Digital technologies can be used to target, exploit, and harass children, as well as influence
children to engage in violence, bullying, discrimination, and self-harm. Some of these
harms will be physical in nature, while others will impact children’s psychological
wellbeing, reputations, relationships, and autonomy. Indeed, the term online harms has
been used to refer to a diverse range of activities and experiences in the digital
environment, and thus it is essential to clearly articulate what constitutes harm in order to
effectively address it. This is critical since some activities designated as online harms are
restricted, illegal activities offline, such as hate crimes and terrorism, while others are tied
to individual experience and subjective interpretation. For instance, a recent study with 8-
year-olds in New Zealand measured their exposure to online harm by asking whether they
had encountered anything on the Internet that “worried, bothered, or upset” them.®

It can be useful to conceive of harm as the adverse consequences of a risk that has
manifested.” Children may be exposed to a multitude of risks in the digital environment,
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which are commonly categorized under the “4Cs risk framework” used by the Organisation
for Economic Co-operation and Development and the European Commission.?°The
framework includes content, conduct, contact and consumer risks, along with cross-
cutting risks such as privacy that cut across all four categories.'® For example, risks can be
related to exposure to potentially harmful content, such as pornography or misinformation;
engaging in inappropriate conduct such as peer-to-peer bullying or harassment; unwanted
or negative contact intended to victimize, as in sextortion or hate crimes; and unfair
consumer risks, such as purposefully confusing virtual currency systems designed to
obscure or even deceive players about the real cost of in-game purchases.’

Risk represents a potentiality for harm, and some risks will engender a higher potentiality
for harm than others. Differentiating between these is important because children’s
exposure to risk online is uneven and influenced by age, stage of development, family
circumstances, and other cultural and socioeconomic factors.?

At the same time, children’s exposure to risk online is correlated with their access to
opportunities and the strength of their digital skills. Gaining digital skills is one of the
primary ways children can mitigate negative impacts from their exposure to online risk." It
is necessary that children are supported to foster the digital skills they need to navigate the
online world safely. Importantly, children with high levels of digital skills may be more likely
to encounter online risks, but this does not necessarily lead to more experiences of harm.™
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Encountering and managing risk online can have benefits for children.' Research shows
that children build resilience when they learn to navigate online risks,'® much like the way
they do in the physical environment."’

Experts emphasize the value of risk management for children’s healthy development.’® In
this literature, risks are defined as challenges and uncertainties within the environment
that a child is both able to recognize and manage by choosing her level of engagement with
it. A hazard, on the other hand, is a danger in the environment that a child does not have
the capacity to recognize or respond to."® Play scholars and advocates have called for
children’s physical play environments to be designed in ways that encourage children to
engage in risk management, while being as free as possible from hazards.?

How do we support children to build resilience by engaging in healthy risk management
online? And how do we design the digital environment to be free from hazards (risks that
children cannot easily recognize, respond to, and resist)? Qualitative research conducted
with students in years five to eight in New Zealand shows that children have high levels of
awareness of many of the risks they encounter online.?” In particular, study participants
demonstrated a strong awareness of bullying, privacy violations, and exposure to explicit or
harmful content.?? This is consistent with findings from the 2021 international consultation
with (n =709) children and young people aged 9 to 22 from 27 countries around the world
that informed the drafting of the GC25.2% In this consultation, children and young people
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voiced their concerns about specific risks online, including privacy threats (both from
commercial and institutional entities and parents/caregivers), misinformation, predators,
bullying, and inappropriate and violent content.

Participants in the consultation expressed their desires for a safer digital environment, in
which they have more opportunities and options for managing risks and more access to
support for handling them both from digital service providers and parents/caregivers.* For
example, participants called for child-appropriate information and transparency regarding
data collection practices; help managing misinformation; safety from strangers and
predators, especially in the context of geolocation; and greater protections and support for
victims of bullying and inappropriate content. Underpinning these concerns and desires
was a shared belief that digital participation is a right that children and young people are
entitled to.

2. Designing a safer digital environment for children

Both regulation and education are needed to fulfil children’s needs and desires for a safer
digital environment. Interventions for online harm should be evidence-based and
acknowledge the variation and context-dependent nature of children’s experiences online.

Blanket age restrictions and bans in the digital environment are inconsistent with current
research on the impacts of digital technology use on children and young people’s health
and wellbeing, which shows that outcomes are highly variable and depend on children’s
individual characteristics, as well as the nature, purpose, and surrounding context of their
use.?® For example, research on parental control systems in digital games and devices
shows that they often go unused due to inadequate customization options and lack of
relevance to the needs and practices of individual children and their families.?®

Indeed, the UN Convention on the Rights of the Child confirms that children’s skills and
stage of development (or evolving capacities as per article 5 UNCRC) are also key factors
shaping their online experiences, and thus, numeric age alone is not an adequate indicator
of what online experiences are appropriate for a child.

Design interventions for addressing online harms to children should be aligned with the
following key aims:
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1. Support children’s agency and rights in the digital environment through the design
of platforms and services that (a) provide broader protections from prominent risks
while avoiding arbitrary restrictions to children’s participation in digital society and
(b) enable meaningful customization of features (such as reporting systems,
content filters, and safety settings) that align with children’s best interests,
developmental needs, and right to be heard.

Recommended resource: Designing for Children’s Rights Guide

2. Preserve children’s right to privacy through regulation that (a) limits or restricts
digital practices that can threaten their privacy and best interests, such as targeted
advertising, nudging, information filtering, and profiling and (b) ensures that children
are provided information about available privacy settings and data processing that
is accessible, developmentally appropriate, and concise.

Recommended resource: The UK Information Commissioner’s Office Children’s Code

3. Encouraging healthy risk management online through the design of platforms and
services and educational initiatives for children and parents/caregivers that (a) build
digital literacies, skills, self-regulation, and critical thinking and (b) prompt open
dialogue, trust, and shared strategies for managing risk across all 4Cs.

Recommended resource: The ARC Centre of Excellence for the Digital Child
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